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1. Executive summary
Participation in the organization of the following events:
th
st
- First Workshop on Trustworthy Manufacturing and Utilization of Secure Devices (May 30 -31 , 2013,
Avignon (France)
- MC/WG meeting, December 12-13, 2014, Freiburg
- TRUDEVICE Workshop May 29-30,2014, Paderborn, Germany
- TRUDEVICE TRAINING school, July 14-18, 2014, Lisbon, Portugal
Collaboration set-ups
.
2. Description and objectives of the Working Group
1) PUFs for precise identification of secure devices
Physically Unclonable Functions (PUFs) are hardware components with the properties of inherent
uniqueness, unclonability and tamper evidence which enable a number of interesting applications. A
physical token embedding a PUF can use the PUF’s responses as a unique identifier. Since the response
behavior is in practice physically unclonable, even for the manufacturer of the tokens, they are effectively
unforgeable. This makes PUFs a very useful tool for precise identification of secure devices, for creating
custom and powerful authentication mechanisms, and for anti-counterfeiting technologies. This activity of
the COST Action focus on the study and the implementation costs of the wide variety of known PUFs,
and possibly to invent new architectures.
2) Hardware Trojan detection
In order to reduce manufacturing costs, the fabrication of integrated circuits is nowadays migrating
offshore, making circuits vulnerable to security compromise, functional changes, information leaks or
even catastrophic system failures under specific conditions. The threat brought by Hardware Trojans,
which was under-estimated for long time, begins to materialize. On the other hand, Hardware Trojans can
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even be an effective vehicle for destabilization of states (for terrorist or criminal organizations) and
businesses (by mafias or fraudulent competitors). For this reason, Hardware Trojan detection
mechanisms are becoming more important in ensuring a trustworthy hardware environment.
Please also fill the following table (only lines concerning your WG) :
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1) To identify new design and manufacturing flows for the production of
secure integrated circuits by creating a strong network between several
centers of expertise on hardware security at European level.
2) To provide solutions for required but conflicting relationships between
Testability and Security
3) To develop innovative design-for-testability Computer-Aided Design (CAD)
tools for supporting security issues and with a specific attention to
compliance with existing commercial tools
4) To define secure protocols to protect the access to necessary test
infrastructures and to design secure access controllers
5) To contribute in the definition of new test standards that intrinsically include
security issues
6) To study new mechanisms for devices identification and authentication
based on the usage of Physically Unclonable Functions (PUFs) and True
Random Number Generators (TRNGs)
7) To address issues related to counterfeiting and Hardware Trojan insertion
and to propose new methods and algorithms for their identification
8) To define new architectures able to detect faults and to resist to fault
attacks

☐

X

☐

☐

☐

☐

☐

X

☐

☐

X

☐

☐

☐

☐

☐

☐

X

☐

☐

X

☐

☐

☐

☐

☐

☐

X

☐

☐

☐

☐

X

☐

☐

☐

☐

X

☐

☐

9) To establish a design and synthesis flow, which will transform a given
circuit into a secure design incorporating counter-measures against fault
attacks
10) To explore implementation and security issues of cryptographic logic based
on Field-Programmable Gate Array (FPGA)
11) To collect statistically significant data related to fault injection campaigns
12) To explore formal verification methods to establish the robustness of a
secure device against fault attacks
13) To aid towards the development of early-stage faculty researchers into
experts in their respective fields, and improve the knowledge and skills of
Ph. D. students and post-doctoral fellows, which will enable them to
perform high-quality research
14) To support mobility between participating research centers, both of senior
researchers to foster exchange of ideas through short term visits, and of
junior researchers/PhD students to enable the exchange of technical
knowledge through longer term visits
15) To promote dissemination activities by joint papers in international journals
and conference proceedings, and through the organization of special
sessions at international conferences.
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Give an approximate estimation in percentage on the current level of achievement of each of the Action
Objectives by clicking on the empty boxes. Update at the beginning of each Work & Budget Plan
negotiation
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4. Activities and Results
PUFs design, improvement, modeling and application
Two new PUF architectures were proposed by the University of Saint-Etienne (France), the first in
collaboration with Telecom ParisTech (France) is a delay-based PUF call loop PUF or L-PUF [1, 2]. As
the arbiter PUF, the loop PUF is based on N identical delay chains. The delay chains are connected
serially and do not require routing constraints, except a mere copy/paste of each delay chain. When
closed by an inverter, this structure forms a loop which oscillates, as a single ring oscillator. This PUF
was used as a secure key generator in a secure boot by Airbus Group (France). This last work has
proven that this kind of PUF is very lightweight, provides enough security for secure boot applications and
can be corrected with very low-cost error-correcting codes [3].
The second is the TERO-PUF (Transient Effect Ring Oscillator) [4, 5]. By using the average number of
oscillations as entropy extractor, the proposed TERO-PUF is not sensitive to the locking phenomenon.
This phenomenon challenges the use of ring oscillators in both PUF and TRNG. As a consequence,
TERO-PUF is a new candidate for FPGA dedicated PUF. Compared with other state-of-the-art PUFs, the
proposed TERO-PUF is very attractive thanks to its low intra-device variation and large response. This
PUF was used in a the case of access control in constrained environments [6].
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Based on the same TERO cell, a common work between the Technical University of Kosice (Slovakia)
and the University of Saint-Etienne (France) investigated a possibility to integrate TRNG and PUF
capability into one building block. It proposed to use TERO loop and demonstrated its capability to
generate TRNG as well as PUF functionality. The design was tested in Microsemi FPGA and results
were presented in [7].
Other dual structure proving PUF and TRNG services both was proposed by Intrinsic-ID (The
Netherlands). In this work, they have focused on identifying and evaluating SRAM in commercial off-theshelf microcontrollers as an entropy source for PRNG seeding. They have measured and evaluated the
SRAM start-up patterns of two popular types of microcontrollers, a STMicroelectronics STM32F100R8
and a Microchip PIC16F1825. They also developed an efficient software-only architecture for secure
PRNG seeding [8].
Intrinsic-ID’s researchers proposed a new model for binary-output PUFs such as SRAM, DFF, Latch and
Buskeeper PUFs, and a method to accurately estimate their entropy [9]. They determined an upper
bound on the ‘extractable entropy’, i.e. the number of key bits that can be robustly extracted, by
calculating the mutual information between the bias measurements done at enrollment and
reconstruction. The proposed new approach has the advantage that it simultaneously captures both of
properties that are vital for key storage: uniqueness and robustness. Therefore it will be possible to fairly
compare performance of PUF implementations using the proposed new method. They also introduced a
new PUF reliability model taking this observed heterogeneous nature of PUF cells into account [10]. A
substantial experimental validation demonstrates that the new predicted distributions describe the
empirically observed data statistics almost perfectly, even considering sensitivity to operational
temperature. This allows to study PUF failure behavior in full detail, including the average and the worst
case probabilities. This is an invaluable tool for the future design of more efficient and better adapted
PUFs and PUF-based systems.
In order to improve SRAM based PUF, Intrinsic-ID team investigated the effects of data-dependent silicon
aging on SRAM PUF reliability under a number of realistic scenarios [11]. In an accelerated aging
experiment on a 65nm CMOS SRAM PUF implementation it is observed that many scenarios cause a
smaller reliability reduction than natural aging. Some scenarios even show anti-aging effects, i.e. they
cause the SRAM PUF to grow more reliable over time. This is a significant improvement when using an
SRAM PUF. Even more so because data-dependent (anti-)aging has a particularly low overhead,
requiring neither any changes to the PUF circuit nor any pre-deployment effort.
Finally, Intrinsic-ID work presented a lightweight anti-counterfeiting solution using intrinsic Physically
Unclonable Functions (PUFs), which are already embedded in most commodity hardware platforms [12].
The presented solution is particularly suitable for low-end computing devices without on-board security
features. The proposed anti-counterfeiting approach was based on extracting a unique fingerprint for
individual devices exploiting inherent PUF characteristics from the on-chip static random-access memory
(SRAM), which in turn allows to bind software to a particular hardware platform. The proposed solution
does not require additional hardware, making it flexible as well as cost efficient. SRAM PUF was also
used to key generation and chip identification (Atmel ATmega Microcontrollers) by people from the Czech
technical University in Prague (Czech Republica) [13].
Hardware Trojan
Work in collaboration between ALaRI - University of Lugano (Switzerland), Ruhr University of Bochum
(Germany) and University of Massachusetts (Amherst, USA) have explored the possibility to implement
Trojans by changing the dopant polarity of existing transistors and we evaluate their impact on security.
The work appeared in references [14, 15].
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Industrial Systems Institute in Patras (Greece) has established the research project “ISRTDI” that is
financially supported by GSRT Action “KRIPIS”. The major focus is to set up efficient methods for presilicon and/or post silicon Trojan detection methods. Initially they analyze the capabilities and limitations
of the existing methods, in order to frame a testing strategy for uncovering efficiently hardware Trojan
horses [16]. Then a technique based on Ring Oscillator for FPGA was proposed [17].
In Grenoble Institute of Technology (Valence, France), the team from LCIS has proposed hardware
Trojan detection techniques based on EM measurement [18]. In this institute, a work has been carried out
in order to study the hardware Trojan threat in RFID system [19], as a result an emulation platform is
available for a red team blue team approach. Finally collaboration is ongoing with New-York University
(USA) in order to propose some methods for the runtime detection of Hardware Trojan [20] and [21]. The
main purpose is to add within a SoC extra hardware resilient to malicious modification and providing a
monitoring function in order to detect any abnormal activities due to hardware Trojan or software attack.
People from Airbus Group were also active on this field [22, 23].
Protection of the designer intellectual properties
This field is not in the original topics of the WG2, nevertheless during the workshops, it was important to
add it to the WG2 topics list. A project from University of Saint-Etienne (France) describes all the
hardware parts use to protect intellectual properties of the fabless designs and the IP designers as
salutary hardware (salware). The new term salware is the opposite of the widely used term malware
(malicious hardware such as hardware trojans), but uses the same techniques, strategies and means
[24]. For example, IP watermarking, as developed by the University of Saint-Etienne and the Southern
Polytechnic State University [25], is a type of salware.
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