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Summary:
Cryptographic primitives are vulnerable to fault injection attacks [Polian13]. Robust nonlinear error detecting codes have been shown to be an efficient countermeasure against
these attacks. There are only two high-rate robust codes: the Quadratic-Sum (QS) code
[Karpovsky07] and the Punctured-Cubic (PC) code [Neumeier12]. All other known high-rate
codes are not robust; that is, there are errors, which are never detected by these codes. The
QS and the PC codes are optimal for protecting memories; however, as shown in
[Tomashevich12] and [Shumsky13], performance of these codes degrades and may even fail
altogether when applied to real designs of cryptographic modules and Final State Machines
(FSMs).
The purpose of this STSM was to evaluate the ability of high rate robust codes to protect real
hardware from fault injection attacks.
The goal of this STSM was to establish a synthesis flow, evaluate the area overhead,
performance, and power consumption of circuits protected by high rate robust codes.
My STSM host, Prof. Polian's team in Passau, has the equipment, synthesis tools, and vast
experience in the synthesis of circuits that implement cryptographic functions such as
encryption and decryption, and Dr. Keren's team in Bar-Ilan has experience in the
development of high rate codes with specific parameters. During the visit I worked together
with Victor Tomashevich (a Ph.D. student in Passau) on the low cost implementation and
embedding of shortened Quadratic-Sum codes [Pesso13] and Punctured-Cubic codes into
the Polian’s team's designs, and together we started to define test and evaluation
procedures for these codes.
The results obtained during the STSM, along with results from previous experiments were
submitted as a paper to the DFTS conference (the paper is attached).
Overview:
In this STSM, we used the hardware implementation of the new lightweight cipher PRINCE
[Borghoff12] and its sub-blocks to study the impact of different error detecting codes on the
true fault detection probability. Moreover, we specifically considered fault injections in
particular locations that lead to an actual fault-based attack [Jovanovic12].
Prior to the visit, Victor Tomashevich constructed an FPGA-based fault injection
infrastructure. To evaluate the fault detection abilities of high rate robust codes on practical
devices, we designed and implemented predictors and checkers for the PRINCE cypher and
its sub-blocks. We implemented the QS and the PC codes for different code parameters, and
compared the results to those of linear codes.

To evaluate the efficiency of the implemented codes we used a fault injection campaign. The
injection campaign included injection of all the possible single faults (with respect to 10000
different random inputs), 10000 random double-faults and 10000 random multiple-faults.
We also considered a list of exploitable faults, which are used in practical fault attacks.
Experimental Results:
The fault detection abilities of linear (non-robust) codes and the robust QS and PC codes for
several parameters were evaluated and compared. Robust codes, and in particular PC
exhibited better protection against attackers that can choose a specific fault pattern (the
worst scenario).
The results were evaluated using the Attack Success Rate (ASR), which is defined for a given
fault as the ratio between the number of inputs that the fault did not detect in their
presence, and the total number of inputs, that is, ASR is the probability that a given fault is
not detected.
The results indicate that, although the average ASR (over all injected faults) for robust codes
was similar to the ASR for linear codes with the same rate, linear codes have many
undetected faults, and robust codes have no undetected faults (or very few undetected
faults). In this sense, the PC code performed better than the QS code. Moreover, as the
redundancy increased, the maximal ASR for the robust codes decreased. This result indicates
that robust codes provide better security in terms of the worst case (a case where an
attacker can choose a specific fault). The detailed results are presented in our paper
(attached).
Conclusions:
In this STSM we established a synthesis flow for the evaluation of circuits protected by high
rate robust codes. Robust codes were shown to provide better security against worst-case
scenarios and also exhibited a good match with theoretical information-level predictions.
Future work will concentrate on:






Improving the area overhead, latency, performance and power consumptions of the
implementations.
Characterizing faults that were undetected using these codes.
Defining an error model that characterizes the injected faults in a real system.
Construction and implementation of codes that detect malicious attacks and correct
random transient faults.
Designing codes for non-uniform distributions of information words.

It is expected that this STSM will pave the way for a fruitful collaboration between the two
research groups.
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